DrivelLock

Setting Time Limits for Temporary Unlock and
Suspending Restrictions

In some scenarios you will want to allow temporary unlock. However that unlock
may require a restriction to the elements that can be unlocked or the time in which
it can be done.

When connected to an endpoint via the Managment Console:

You will have the option of Unlock Wizard.

E Helpdesk Connected Agent M
Actions Options Actions on: 10.0.0.49
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You are presented with a number of options on the unlock process.

Termporarly unlock Agent >
Temporarily unlock Agent n
Select which type of drive or device you want to unlock. O

Temporarly unlock Agent  10.0.0.45

Select the drives or devices to unlock:

] ﬂ Floppy disk drives ~
[ CO-ROM drives

[].4¥ USE bus connected drives

[ ] &= Firewire (13594) bus connected devices

1.2 50 card drives (SD-bus)

[ ] &5 Fixed disks ({eSATA and other nonremovable, non-sy...

[] ﬁj Encrypted volumes

[] & Other removable drives

[] ﬁ Metwork drives and shares W

Unlock all [W]drive types  [M] device types

< Back Mext = Cancel
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You can define the period or time until which this temporary unlock is valid. The
unlock is even maintained during a computer restart, e.g. if you temporarily unlock
USB drives for the next three days, the computer can be rebooted in between.

Temporarily unlock Agent X
Temporarly unlock Agent n
Select unlocking behavior and other options 0

Device control options

[ ] Disable file fitering during the unlock period

[ ] Unlock unencrypted portions of encrypted drives

[ ] Force accepting usage policy before drive can be accessed

Cther module options
[ ] Disable web securty (URL fitering) during the unlock period

< Back Mext = Cancel

When you unlock drives, you can select the following options to temporarily
additional restrictions:

- Disable file filtering and auditing during unlock period: Users can read and copy
files that would normally be blocked based on file filtering rules. No auditing of file
access is performed.

- Unlock encrypted portions of encrypted drives: Allow access to unencrypted
portions of drives that are encrypted using Encryption 2-Go. Commonly the Mobile
Encryption Application (MEA) is stored on an unencrypted portion of such a drive.

- Force accepting usage policy before drive can be accessed : The user must
agree to a configured usage policy before the drive is unlocked.

These options are available for other modules:

‘Disable web security (URL filtering) during the unlock period: Disables the Web
Security module during an unlock (if licensed).

Click Next.
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Temporanly unlock Agent x
Temporarly unlock Agent n
Select unlocking behawior and other options O

Application control options
[] Disable application control during the unlock pariod

[+] Add applications launched during the unlock period to the local
hash database {leaming mode)
Executable files to add to the local hash database:

(") Files written to the computer during the unlock pesiod
(") Executables {and DLLs) launched during the unlock period
(@) Both flas written and executablas launched)

| | Require user approval for all files after unlock penod ends

< Back Meod > Cancel

If you are using application control, you can specify settings here so applications
can be disabled during unlock. You also specify whether and which application files
are added to the local hash database during this unlock period.

Use the "Require user approval for all files after unlock period ends" option to check
the "learned" applications manually after the unlock is finished before they are
added to the local application database and thus unlocked.

Click Next.
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Temporarily unlock Agent >

Temporarly unlock Agent ﬁ
Sedect for how long policy settings are disabled.

Select for how long the target computer will be unlocked

(® Timespan |30 min (ends with reboot)

(_) Until date 317:37 % ||04.07 201 |

" - | [ L SRS |

Reason for unlocking for reporting purposes)
Iducwnertatinn| |

< Back Finish Cancel

Finally, select the required unlock period, either in minutes or up to a specific date
and time.

As administrator, you can also enter a text (for example, the reason for unlocking)

at this point. This text is also stored in the event and can be evaluated via
reporting.
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